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2  Glossary

APL.oiiii Application Programming Interface
CLL s Command Line Interface
DADPD o Decentralized Application
EAN ..o s European Article Number
ERC20.....cmiiiiiiiniiiiiciccnen, Ethereum Request for Comment #20
ERC721..cuiiiiiiecce e Ethereum Request for Comment #721
EVM oo Ethereum Virtual Machine
GLN o Global Location Number
IDE. .. Integrated Development Environment
TOT e Internet of Things, Internet of Things
TS e JavaScript
JSON .ot JavaScript Object Notation
NEC o s Near Field Communication
QR e e Quick Response
REID oottt Radio Frequency Identification
S e e Supply Chain
SCM ittt Supply Chain Management
SDK ittt s Software Development Kit
WS Wine Supply Chain

WTG e Wine Traceability Group
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3 Abstract

Blockchains and their addition of smart contracts are a new emerging technology,
still searching for their use cases. Several corporations as well as the Fraunhofer
Institute established the supply chain as a potential benefactor of this technology.
This thesis aims to test this, as, while several startups and companies claim to use
the technology already, little to no details are available on how requirements can
be fulfilled with smart contracts. In an interactive web application, with smart
contracts on the basis of Ethereum, an exemplary supply chain of the wine indus-
try can be simulated. The smart contracts have further been tested in an interac-
tive show booth at an internal Krones exhibition, showing the capabilities of per-
forming in a semi-real scenario.

The results of this project show that - while the technology still has its limitations

- supply chains can benefit greatly from the added trust and decentralization.

4 Motivation

Blockchains were all over the news in late 2017. While new technologies emerge
on a regular basis, none previously had such a potential to disrupt entire indus-
tries. A blockchain is a decentralized peer-to-peer database of historic transac-
tions. Every participant in this network can verify the transactions and once they
are stored, it cannot be altered unless every participant in the network changes
his record at the same time. With several hundreds to thousand so called “nodes”,
this will likely never happen and since its introduction in 2008, the Bitcoin block-
chain transactions have never been hacked.

The blockchain concept creates trust, as every transaction can be taken as fact.
If a certain data-point was entered into the network via such a transaction, the
timestamp, data and the sender of the transaction are forever connected to one
another.

This enormous potential was recognized quickly by the industry and a study
by Juniper Research in July 2017 revealed, that more than half of the questioned
corporations larger than 20.000 employees are either actively researching block-

chain technology or are already in the process of deploying it. (Juniper, 2017a,
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2017b) While the technology was - and still is - hyped by many, the “Gartner Hype
Cycle for Emerging Technologies” puts Blockchain-Technology already past its peak
of “inflated expectations”. In this phase the generated ideas are sorted, many may
turn out to be overhyped and impossible to implement and a few useful areas
remain (Greenspan, 2016).

In April of this year, the Fraunhofer Institute released a positional paper, out-
lining several possible application areas for blockchains. Next to the most com-
mon one mentioned in this context, the financial sector, the second most promis-
ing one is the Supply Chain Management (SCM) and the ability to trace products.
(Schiitte, Fridgen, Prinz, & Rose, 2018).

With several interacting parties, that don’t necessarily trust one another but still
have to share data with each other, makes it an interesting research subject.
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Several big companies seemed to have reached a similar conclusion. DHL re-
leased their own report on the possible benefits of blockchains for logistics (DHL
& Accenture, 2018).

IBM and Walmart teamed up in 2017 to eventually have their entire food
supply chain traceable and using the trust a blockchain can create to ensure food
safety regulations (Galvin, 2017). In early 2018 Starbucks announced, they are
working on tracking their coffee beans from the farm to the cup - another ambi-
tious project using blockchain technology (Starbucks Corporation, 2018) .

But despite these announcements, information on how these supply
chains can be brought to life with blockchain technology is very scarce. Some
startups offer a variety of case studies but little to no technical details. This thesis
aims to find answers to a few questions on the topic and whether or not a supply

chain can be extended with smart contracts.
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4.1 Relevance

Krones as one of the world leaders in manufacturing machines for the beverage
industries has to investigate this technology and its requirements.
“In the context of Digitization, which started roughly 5 years ago with build-
ing a network of vertical and horizontal connections between Partners, Cus-
tomers and Supplier, the market demands increasingly faster reaction times
and implementations as well as more flexible and future-proof solutions.
Simply based on the revolutionary and incredibly disruptive potential of a
blockchain which, by design, includes topics such as Safety, Immutability of
Information and Decentralization, it is our duty at R&D to take on this tech-
nology as early as possible. We have to be able to lay important groundwork to

keep the dominant technological position, strengthen our competitiveness and
solidify our innovative strength”

Dipl.-Math.(FH) Ottmar Amann — CRD Project Manager at Krones AG

4,2 Goal

Despite the announcement of several big international companies to have their
supply chains extended or supported by blockchain technology, no detailed in-
formation as to how these companies aim to realize these goals is available. Sim-
ilarly, with startups in this sector?. In some cases only small parts of a supply
chain are represented (Modum, 2018a), others only claim to be able to track eve-
rything but offer no publicly available product to verify this claim (DNV GL,
2018).

In this thesis I want to set up some basic structures for smart contracts that
could be used and extended upon for a realistic use case. Supply Chains can be
very complex and often hard to grasp. Therefore - as a first concept - I chose the
Wine Supply Chain as an example to work with. While consisting of multiple
actors® that interact with each other, it is still simple to understand and, being a
product of expected high quality in most cases, could benefit greatly from trace-

ability and added trust.

2 See Section 8: Existing Block-/ Supply-Chain Solutions, p.18
3 See Section 6: The Wine Supply Chain, p.13
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4.3 Research Questions

The hype around blockchains and cryptocurrency has recently calmed down, also
reflected in the previously mentioned Gartner Hype Cycle, Glaser calls blockchain
“an innovative technology in search of use cases”(Glaser, 2017). While this is true, in
the past 10 years since the launch of the first public blockchain in the form of
Bitcoin, no real products have reached the market. However, the functionality to
run decentralized code only appeared in 2015 with Ethereum. The technology
still needs to mature and the ideas and possible use cases need to be evaluated.
One of these use cases, as previously mentioned, are supply chains. It is now
time to test the technology for its viability and possibility of being implemented,
thus leading to several research questions, this thesis aims to find answers to:
1. What is the current state of tracing in supply chains with blockchain tech-
nology?
2. What are the requirements for smart contracts to support supply chains?
3. What are the limitations that have to be faced in order to implement these
smart contracts?

4. Are blockchains the right technology for supply chains?

5 Introduction Supply Chain Traceability

A supply chain consists of several manufacturers or service providers linked to-
gether by a network of physical flow of material or goods. In the last few decades
globalization increased rapidly, leading to complex supply chains all around the
globe and making traceability difficult.

In this section I will go over the available definitions of traceability as well

as the current solution and problems.

5.1 Definition

There are several definitions for supply chain traceability (Table 1), the DIN and
GS1 definition are rather unspecific while the EU regulation and the often quoted
definition of T. Moe goes more into detail. For this project, I chose the latter, try-

ing to have a product as traceable as possible.
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Table 1: Definitions Traceability

Source

Definition

DIN EN ISO 9001:2015-1
(DIN Deutsches Institut fir

Normunge. V., 2015)

The ability to identify and trace the history, dis-
tribution, location, and application of products,

parts, materials, and services.

GS1 (based on DIN 9001)
(GS1, 2012, p. 13)

Traceability is the ability to track forward the
movement through specified stage(s) of the ex-
tended supply chain and trace backward the his-
tory, application or location of that which is un-

der consideration

EU Regulation (EC) N°178/2002
IIT Article 18, Article 3 Point 15
(European  Parliament and

Council, 2002)

‘Traceability’ means the ability to trace and fol-
low a food, feed, food-producing animal or sub-
stance intended to be, or expected to be incorpo-
rated into a food or feed, through all stages of pro-

duction, processing and distribution

Danish Institute for Fisheries

(Moe, 1998, p. 1)

Traceability is the ability to track a product batch
and its history through the whole, or part, of a
production  chain  from  harvest through
transport, storage, processing, distribution and
sales [...] or internally in one of the steps in the

chain for example the production step

Food Trak plc
(Wilson & Clarke, 2007, p. 2)

Food traceability can be defined as that infor-
mation necessary to describe the production his-
tory of a food crop, and any subsequent transfor-
mations or processes that the crop might be sub-
ject to on its journey from the grower to the con-

sumer’s plate.
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5.2 Motivation for traceability

Having a traceable supply chain has various benefits. The primary drivers for
using a traceability systems can be categorized into:

e Improvement of Supply Chain Management (Aung & Chang, 2014)

¢ Quality Assurance (Aung & Chang, 2014; Wilson & Clarke, 2007)

¢ Identification of non-compliant items (Opara, Vol, Opara, & Vol, 2003;

Wilson & Clarke, 2007)
¢ Proof of following regulations and standards (Saak, 2016, Wilson &
Clarke, 2007)

e Proof of authenticity (Aung & Chang, 2014; Palade & Popa, 2014)
Identifying products, especially if a problem has been detected, can greatly re-
duce losses. Certain products prone to counterfeiting can be verified by an unique
identifier and can be traced back to its origin. Especially in the food industry it is
required to have every process documented, so that when a contamination is de-
tected, or a global recall required, the affected products can be pulled off the mar-

ket quickly and the source identified.

5.3 Current solutions

To trace a product, some form of tag has to get attached to it. The standards are
simple barcodes and batch numbers like EAN, that are tracked by scanning and
storing the data in a database.(GS1, 2012)

Other common and more recent methods are RFID tags, that contain bits
of relevant information that can either be read and re-written, or only read. (Costa
et al., 2013; Farooq, Tao, Alfian, Kang, & Rhee, 2016)

A model from 2012 suggests combining the two with IoT devices and tracking
the information with different database-units. (Cimino & Marcelloni, 2012, Figure

3)
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Figure 3: RFID Traceability System by Cimino & Marcelloni (2012)

Geerts & O’Leary continued the idea and developed an ontology driven model
for this type of supply chain, which they called a “highly visible supply chain” and
a “supply chain of things”(Geerts & O’Leary, 2014)

5.4 Problems

Every participant within a supply chain has their own interests. Especially in a
global supply chain, the lack of trust can be big and the trust in received data and
information is low. Other parties simply cannot verify if the data they received
has not been tempered with, as a single centralized database can be manipulated
rather easily. Another issue is the incompatibility of the individual SCM systems,
creating data-silos that cannot share data between each other without great effort.

While it is difficult to copy or manipulate RFID tags, their validity is not
guaranteed. If it has to be verified by a trusted third party it again opens possi-
bilities of manipulation. Systems like the addition of video surveillance (Mao, He,
Cao, Bigger, & Vasiljevic, 2015) were suggested but would greatly increase the
cost and defeat the simplicity of the RFID technology. RFID tags are also limited
in data-storage capacity, even though tags with several kilobytes exist, most only
have a few bytes available. Only IDs, pointer to databases or timestamps could

be stored, complex datasets would have to be stored somewhere else. A consumer
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then has generally no way of verifying the authenticity or origins of the product
as the access to companies’ database would create a big security risk.

To create trust, industries have come up with a plethora of labels for con-
sumers. The German newspaper “Welt” estimated over 1600 different labels in
Germany alone (Dierig, 2016); A list of 463 Eco-labels* used worldwide, paints a
similar picture. The overwhelming amount of different labels does not create
trust and can cause confusion or even distrust (Bazhan, Mirghotbi, & Amiri, 2015)
. There is usually no information whether or not the requirements for the label
are met. In most cases consumers don’t even know what the label stands for.
(Label Insight, 2016)

Currently the only way to have the SC completely traceable, all the data
needs to be collected in one central place. The Efficient Consumer Response Team
(ECR), even recommended it in their 2004 report: “To facilitate the product tracea-
bility, it is recommended to consolidate internally in one place (internal centralised log-
file, internal centralised database) all the history of movements for each pallet.” (ECR
Europe, 2004, p. 44 & Figure 4)

History of Pallet
Movements and
Status is recorded
centrally based on
SSCC of pallets

Internal
Traceability
Central

RN

Decentralised sites with decentralised data bases

1

-
|
w1

-
el
=1

-
=
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ta Base
o=l

\_l‘grml

| o |

Figure 4: Centralized Database (ECR Europe, 2004)

The previously cited ontology model (Geerts & O’Leary, 2014) also relies on a
central database, however in 2017 O’Leary said, that this database layer could be

represented with the ledger technology of a blockchain. (O’Leary, 2017, p. 7)

4 http://www.ecolabelindex.com/ecolabels/
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Having all data in one place not only creates mistrust due to lack of control from
other parties, it is also vulnerable to data-loss if those servers have technical is-
sues or are attacked.
Collected, the problems can be categorized as follows:

e Technological issues (security, software incompatibility)

e Centralized Databases

e Lack of Trust

6 The Wine Supply Chain

6.1 Traceability in the Wine SC

In 2003 Global Standard One (GS1) “co-established the Wine Traceability Group
(WTG) together with the British Wine and Spirit Association”. In 2008 they pub-
lished a 28 pages guideline for “Wine Supply Chain Traceability” (Armstrong et al.,
2008) outlining the different actors within the supply chain as well as their re-
quirements in order to achieve traceability. GS1 has also established several
standards, such as the EAN numbers as well as a multitude of internationally
adopted barcode systems resulting in a presence in over 100 countries world-
wide. (“How we got here | GS1,” n.d.). Their findings and requirements will be
a basis for the development of this prototype.

The traceability in the wine industry has always been very important, due to
very strict regulations such as EU 178/2002 (European Parliament and Council,
2002) and the ongoing problem of wine often being faked (Holmberg, 2010).

A project from 2009 proposed a flexible data-logger attached to bottles, that
measures temperature, humidity and light. (Mattoli, Mazzolai, Mondini,
Zampolli, & Dario, 2009) The data however is only stored locally on the circuit
board.
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6.2 Actors
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Figure 5: Wine Supply Chain (WSC) Actors
(based on: Armstrong et al., 2008)

The WTG determined several actors within the supply chain (Figure 5). At first
glance there are many different steps and actors, however they can be summa-
rized into the following categories, matching the results of the Fraunhofer paper
(Schiitte et al., 2018, p. 13):

Table 2: WSC actors categorized

Supplier Distribution Processing Sales
Grape Grower Bulk Wine Distributer Wine Producer | Cellar Door Sales
Finished Goods Distributer Transit Cellar Wholesaler
Filler/Packer Retailer

With these categories, the WSC can be compressed into fewer actors (Figure 7),

to help to stay within the scale of a proof of concept implementation.
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[—— GRAPES j
Grape Grower Distributer Wine Producer Retaller

FINISHED GOODS —)»
u

Cellar Door Sales
Figure 6: WSC actors compressed
(based on: Armstrong et al., 2008)

6.2.1 Grape Grower
The Grape Grower (GG) is responsible for the cultivation of one or several vine-

yards, using pesticides, fertilizer, as well as fulfilling regulatory paperwork.

6.2.2 Distribution
A distributor receives goods and transports them to their next destination. This
can be a logistics company transporting grapes from a vineyard to a storage fa-

cility, a processing plant or delivering the finished wine bottles to retail stores.

6.2.3 Wine Producer & Filler/Packer

In the simplified supply chain the production and filling as well as packaging is
combined into one “processing” step. The grapes are pressed, fermented and
turned into wine. Afterwards the wine is filled into bottles, labelled, packed and

shipped to retail via a distributer.

6.2.4 Retail

Retail is responsible for selling the product in supermarkets, outlets or directly to
customers. This part of the supply chain does not generally create additional data
that needs to be attached to a product. While the date of sale could be of potential
interest for some products like electronics to have a proof of purchase for war-
ranty, it is not as important for the purchase of wine. Therefore the retail section

will not be included in the prototype, but may be an area for future work.
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6.3 Requirements

Every step in the SC has some different requirements to reach transparency and

being traceable.

6.3.1 Grape Grower
The GS1 guidelines (Armstrong et al., 2008) call for the tracking of following data-
points:

e Name and address of the vineyard

¢ Plot map reference/cadastral reference/block identifier

e Size of plot/number of vines

e Vine variety

e Contact details
At harvest time, the GG is also required to keep track of additional data such as
the number of harvested grapes, the date of the harvests and its including vine-
yards. GS1 uses its Global Location Number (GLN) to include this data. With an

uprooting or change of variety this number must get replaced.

6.3.2 Distributer
A distributer is responsible for receiving and transporting either supplies or fin-
ished goods from one location to another.

e Tracing of shipments

e Samples / Quality check

e Possible invoices

6.3.3 Wine Producer & Filler/Packer
During the processing of the grapes and production of wine several data points
have to be tracked. The producer is also responsible for:

e Data such as information on water used, chemicals for cleaning etc.

¢ Filling into bottles / barrels

¢ Lot number during filling process
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With the individual actors determined, a first concept was setup how the entire
prototypical supply chain would look like (Figure 7). This concept was also the
basis for the final design of the exhibition art, painted by an art student. (Figure
29,p.61)

STAGE CULTIVATION HARVEST TRANSPORT PROCESSING

Location Amount Temperature Laboratory results

Datapoints stored Fertilizer Timestamp Machine data
via Transactions Pesticides Production details c U S TO M E R

Sun Exposure

SMART
CONTRACT

ETHEREUM

BLOCKCHAIN LIS o tetnl 0110101016010161 01101910100160101 9116101010010101
161606010011100116 1010010011100110 1010010011100110 10160010011100110
1011160116010610 1011100116010610 1011100110010610

Figure 7: Proposed Supply-Chain representation

7 Short history of blockchains

Before going into depth with the technological details, I want to give a very quick
overview over the history of blockchains, also showing how young the area of

research still is.

The idea of having a digital currency has existed for many years. In 2005 Nick
Szabo proposed “Bit Gold” in a blogpost. (Szabo, 2005) While never actually hav-

ing been implemented, it is considered the predecessor to Bitcoin.

Bitcoin

Bitcoin was the first realization of a blockchain with a “Proof of Work” consensus
algorithm and created the first peer to peer currency. Under a pseudonym, a pa-
per titled “Bitcoin: A peer-to-peer electronic cash system” was released to the
public on 31 October 2008 (Nakamoto, 2008). In January of the following year the

first “block” was mined and the Bitcoin-Chain officially started to exist.
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The Bitcoin blockchain does not offer any way to run functions “on-chain” by

default.

Ethereum

Vitalik Buterin proposed Ethereum in 2013 in order to add an application layer
to the blockchain. (Ethereum Foundation, n.d.) With these, so called smart con-
tracts, it should not only be possible to have a currency but also any variety of
digital assets. Ethereum has a built in, touring complete, language to write state

transition functions.

Hyperledger

The Linux foundation started the Hyperledger project in 2015 (The Linux
Foundation, n.d.) and consists of several individual frameworks. The most com-
monly associated one being “Hyperledger Fabric”, a permissioned blockchain net-
work contributed by IBM. (Ferris Christopher & Blummer Tamas, 2016;
“projects:fabric [Hyperledger Wiki],” n.d.). The goal is to have a modular plat-
form for enterprises to build their projects on.

Like Ethereum, on Fabric self-executing logic can be ca deployed. Instead of
calling them “smart contracts” those code pieces are called “chaincode”
(“Chaincode — hyperledger-fabricdocs master documentation,” n.d.). These
snippets can also be written in modern languages, for instance Go or node.js,

without having to rely on new languages such as Solidity.

8 Existing Block-/ Supply-Chain Solutions

The online platform “State of the DApps” lists projects and their Apps, most of
them running on the Ethereum blockchain®. The tags “supply-chain” and “supply
chain” reveal a total of three projects, of which two have the status “live”.¢ Fur-
ther online research reveals several more companies or startups trying to bring

the SC to the blockchain. In this next section I want to have a closer look at some

5 https://www.stateofthedapps.com/
¢ Provenance & Devoleum
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of the existing Dapps as well as the most prominent Startups in order to see if any

of these projects offer a basis to build on or if they elaborate their strategies.

8.1 Devoleum’

Description:

Devoleum is a Project that was created as part of the French startup contest
“StartHer Awards” in October 2017. It aims to make the supply chain of Italian
Olive oil traceable with an App and QR codes.

Product:

There is a web interface?, that retrieves data from the Rinkeby testnet (Ethereum).
It displays a timeline of different “products”, when the olives were harvested,
transported, milled and stored.

Conclusion:

The project does not reveal any technical details in a whitepaper or on their web-
site. While there is a smart contract - or multiple ones - deployed to the Rinkeby
net, the source code is not available. The “simulation” only retrieves some
timestamps from the chain, how those were created is not explained. In general,
the information about the product is very scarce and presumably, due to it being
project from within a startup contest, may not be available. There has not been an

update or news about the product since late 2017.

8.2 Provenance’

Description:

The British tech-startup Provenance has created a platform to enable businesses
to trace the origins of their products and connect “stories” to them.

Product:

Several case studies are made available on their website!?, showing off an App

that displays a timeline of a product.(Figure 8) The connection of physical goods

7 https://www.devoleum.com/

8 https://simulation.devoleum.com/

9 https://www.provenance.org/

10 https://www.provenance.org/case-studies
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to the digital is again done via QR-Codes. Initially the date is not visible, can

only be accessed via request.

. TRANSFERRED TO O

STANDARD PRICE PER NUT
LIVING INCOME PREMIUM PER NUT
TOTAL PRICE PER MUT

quaxTry

INFO WHERE IS YOUR
PAYMENT TO FARMIER

Figure 8: Provenance App!!

Conclusion:
While having a whitepaper, outlining their mission, the paper does not include

any technical information for any of the shown case studies.

8.3 Walimai!?

Description:

Walimai is a Chinese startup trying to fight counterfeits in food and other con-
sumer goods in china.

Product:

At the point of origin, a NFC label with QR Code that is linked to a blockchain is
put on the product.(WaBi, 2017) If this label is tempered with, the scan fails to

verify. The startup also claims that copying the data from one label to another

11 https://assets.provenance.org/web-assets/modules/provenance-case-study-fairfood-
1080x720- 8d9b029e04924d711c25f3416dee25c31ee04894fa02495914c9624de90674cd .jpg
12 https://www.walimai.com/en/
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would cause the entire batch to be “offsync” and the consumer would get
warned, that he product is not safe anymore.

Conclusion:

The whitepaper and websites are very limited on actual technical information.
The Walimai system runs on a version of Hyperledger (Walimai, 2018), but at the
time of this paper it is still running in a test environment. No information on how
the labels are secured by the blockchain or how the data gets verified could be
found. However, this might be due to the startup being from China and not re-
leasing the information in English, something that cannot be verified at this mo-
ment. It also only seems to aim to verify products from manufacturer to the store,

not the individual parts and contents.

8.4 Modum?

Description:
Modum started in 2016 in Ziirich, Switzerland and combines Internet of Things
(IoT) with the blockchain technology. They aim to ensure that pharmaceuticals

have been transported under EU regulations.(Modum, 2018b)

13 https://modum.io/
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Product:

The company built a small IoT device that can be put in parcels and tracks tem-
perature data during the transport. After setting certain alarm criteria, a smart
contract for the shipment is setup, including that information as well as other
transport specific data. During the transport the data gets logged and stored in a
database. Upon receival of the parcel, the device can be scanned and the data then

either gets verified or declined by the smart contract.

Activate & Connect Sensor with App. Sensor recording during transit Transit conditions verifled immediately.

PACK RECEIVE

Smart Contract Writter Secure Smart Contract Smart Contract Verifie

Figure 9: Modum: How it works (Modum.io, n.d.)

Conclusion:
The actual temperature data is stored on the logger and/or a database, not the
blockchain itself. However the data is encrypted and the device held to high se-
curity standards. (Modum, 2018b). The smart contracts are only used to verify an
array of temperatures from a centralized database.

Like Walimai, it only aims to track the “last mile” and verify very specific

data.
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8.5 WaltonChain4

Description:

WaltonChain, a Chinese and Korean Startup, also combines IoT with the block-
chain technology and calls it VIoT, Value Internet of Things.(Waltonchain Team,
2018b)

Product:

As the name suggests, WaltonChain offers their own blockchain solution aimed
for enterprises to track their products with RFID. The underlaying technology is
based on Ethereum. (Waltonchain_EN, 2018)

Conclusion:

Their main net launched in March 2018 (Waltonchain Team, 2018a) but no devel-
opment tools, like an SDK is available. While everyone can buy and mine the
Tokens required to interact with their network, no actual working use cases exist
to use them. Again, this could be due to the language gap and lack of translation

to English.

8.6 OriginTrail®®

Unlike the previous named projects, OriginTrail wants to be blockchain agnostic
and offers a data and network layer for businesses.

Product:

OriginTrail only stores the fingerprint/hashes of product batches in a blockchain
and thus offers some privacy. With their own network layer, they offer a “zero-
knowledge” validation of Data.(Branimir Rakic MSc, Tomaz Levak, Ziga Drev,
Sava Savic PhD(c)., & Aleksandar Veljkovic PhD, 2018)

Conclusion:

While claiming to be blockchain agnostic, the Trace Token is required to interact
and make transactions. This token is an ERC20 Token and thus Ethereum based.
Various use cases are shown, for example authenticity of wine (OriginTrail,

2018b) and traceability of poultry(OriginTrail, 2018a). However, at least in their

14 https://www.waltonchain.org/
15 https://origintrail.io/
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current implementation, the consumer has to enter the batch number and date in
an app, together with scanning the barcode. Then relevant data of the product is

shown.

8.7 VeChaint¢

Description:

VeChain is another Chinese startup that combines NFC, RFID chips, QR codes
and proprietary IoT devices with blockchain technology. As such it seems the
culmination of all previously mentioned technologies.

Product:

VeChain started out as ERC20 token but has recently made the switch to their
own Proof of Authority network.(VeChain Foundation, 2018b)

Conclusion:

Currently there is no whitepaper available, only a document outlining their gen-
eral development idea. (VeChain Foundation, 2018d) While various showcases
and alliances are presented, no actual product can be found online. VeChain re-
cently co-founded the “Shanghai Wine and Liquor Blockchain Alliance” (VeChain
Foundation, 2018a). Their goal is to ensure authenticity and traceability in this

sector.

RDACK | ADRE)

Figure 10: MyStory QR-Code

16 https://www.vechain.com
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8.8 Specific solutions for the Wine industry

8.8.1 MyStory

In cooperation with DNV GL and some Italian wine producers, VeChain
launched “MyStory” in early 2018.(DNV GL, 2018; VeChain Foundation, 2018c;
Vestvik-Lunde, n.d.). But besides these articles, there is very little information
about the actual product and how it handles the data. Also, the Application itself

cannot be found. (Figure 10, VeChain Foundation, 2018c)

8.9 Ez Lab Wine Blockchain'”

Ez Lab, an Italian Startup launched a project together with ERNST&YOUNG (Ez
Lab, n.d.) to trace the wine supply chain from cultivation to bottling. In a case
study a mobile application is shown, that scans a QR code on a bottle and re-
trieves all the information linked to this product. As with most other projects, no
technical information is available on their website, the only details were found in
a blog post not related to the company (Tomasicchio, 2017), claiming it uses

Ethereum and smart contracts. This claim could not be verified.

8.10 Everledger & Chai Wine Vault'®

Based on Hyperledger, the company Everledger created a solution to ensure wine
authenticity in corporation with the Chai Wine Vault (Everledger, 2016). They
use a set of 90 datapoints extracted with The Chai Method together with high res-
olution photography and create a digital “fingerprint” of a wine bottle. This “fin-
gerprint” is then stored on a blockchain.

Originally announced in 2016, there has not been any news since then. The
product also only serves as a form of database, but which technology in particular

is used, is not explained.

17 https://www.ezlab.it/case-studies/wine-blockchain/
18 https://www.winefraud.com/chai-wine-vault/
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8.11 Scientific research

Blockchain technology and smart contracts could disrupt many infrastructures
and as such has been increasingly become topics of research.

Most studies however only cover a single aspect of the technology, such as
the economic impact, security concerns, consensus and legal aspects of the tech-
nology. The technology should however be considered a multi discipline area of
research, as it affects more than a single sector in industries, for example infor-
mation technology and law (Mielke & Wolff, 2017), creating entirely new areas of
research.

The possibility to disrupt the financial sector by bypassing conventional
money transactions with cryptocurrencies, has been discussed since Bitcoin
launched in 2008. (Accenture, 2017; Chiu & Koeppl, 2017)

Several studies have explored the cryptographic algorithms used for consen-
sus (Bano et al., 2017; Bentov, Lee, Mizrahi, & Rosenfeld, 2014; Gramoli, 2017;
Porat, Pratap, Shah, & Adkar, 2017) as well as the security of smart contracts.
(Kalra, Goel, Dhawan, & Sharma, 2018; Luu, Chu, Olickel, Saxena, & Hobor, 2016)

Smart contracts have also recently sparked interest in legal departments and
several papers have evaluated whether or not a “smart contract” is an actual con-
tract. (Bacon, Brook, & Bazinas, 2016; Hansen, Rosini, & Reyes, 2018; Mielke &
Wolff, 2017)

Research on blockchain technology for supply chains is still limited but a few
are available. Extending on his previous work from 2016, O’Leary analyses the
architecture and came to the conclusion that the technology mirrors basically all
aspects of the transactional processes of supply chains, but existing SCM systems
need to be “re-engineered” (O’Leary, 2017). A first ontology based model to-
gether with some basic smart contracts was proposed in 2016 (Kim & Laskowski,
2016). A single Ethereum smart contract handles objects' - called TRU - that can
be created, used and consumed by processes. While this concept enables some

simple traceability, no additional data about the product is added. Knowing the

19 A struct object
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limitations of Ethereum it is difficult to create complex Struct objects and So-
lidity makes it impossible to return these objects from a function?, severely lim-
iting the capabilities.

Another more recent paper explored the possibility of tracing wine with
blockchain transactions, in particular the hash functionality. (Biswas,
Muthukkumarasamy, & Tan, 2017) The underlaying blockchain is based on Mul-
tichain?!, which does not support smart contracts. Without the additional logic,
only the transactions are stored, products or different objects in the SC have to be

identified by other means.

8.12 Research Conclusions

While there are many companies and startups involved in bringing the supply
chain to life with the blockchain technology, very little information of how it is
done can be found. Only smaller parts for very specific cases have been success-
fully launched or are verifiable, such as Modum. Platforms such as VeChain and
OriginTrail want to reach enterprises but don’t offer development solutions to
the public.

Therefore, it is not possible to build a Proof of Concept with any of those afore
mentioned technologies. Some scientific research has been done previously on
the topic of combining SC with blockchain technology, however not with com-
plex smart contracts that enable to possibility to attach various kind of data to the
product throughout the SC. For this reason, new patterns have to be developed
and created on a platform. . Ethereum offers a wide range of development tools
and is very well documented. Also, many existing projects started out on the

Ethereum platform, thus making it the logical choice for this concept.

20 See Section 9.5.3: Structs, p.36
21 https://www.multichain.com/
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9 The Ethereum Platform

Ethereum offers a wide variety of developer tools and has a very detailed docu-
mentation on all its interacting components.

The prototype will consist of several smart contracts, which are written in
Solidity for Ethereum. To interact with them from the browser, a web library is
required. Ethereum offers the Web3 js library that is already very stable and well
adopted in the scene. MetaMask?? offers a plugin for Firefox and Chrome to in-
teract with Ethereum blockchains and helped the web application Cryptokitties?,
going viral, causing a severe network congestion (ConsenSys, 2018a). 2+

The next sections will highlight the functionality and structure of smart con-
tracts on the Ethereum Blockchain as well as the languages and interaction meth-

ods available.

9.1 Smart Contracts

A blockchain is a ledger of transactions. While blockchains like Bitcoin or Litecoin
are only storing currency transactions, blockchains of the second generation
made it possible to add a layer of code in between. Ethereum’s founder Vitalik
Buterin chose the name “Smart Contracts” for the bits of code. This term was first
mentioned by Nick Szabo in 1996, describing a digital contract in the form of code
that only runs if certain conditions are met and are cryptographically secured
(Szabo, 1996). In a later post, he outlined the concept with an example of a digital

car lease (Szabo, 1997), which I will rephrase in the following part.

Before a transaction is added to the chain, the transaction is checked by pre-de-
fined functions and requirements. This enables the potential for a lot of automa-
tization. A carsharing company could put a smart contract in place, that only
opens the car’s door if a user has a) a valid driver’s license, b) enough funds to

pay for the service and c) enough funds to pay the deposit. There is no need for

22 https://www.metamask.io

23 https://www.cryptokitties.co

2 CryptoKitties is an online collectible game, with underlying smart contracts, enabling
players to collect, breed and sell their collected cats, each being unique.
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an office to manually check the requirements, no bank involved, everything it is
automated.

In its simplest form, smart contracts are nothing more than an if.. else..
check. So why is this regarded a new technology? Staying with the car example,
the company has to trust, that the requirements cannot be altered in any way and
that the code always runs, so that no person that shouldn’t be able to get into the
car, does. On the customer side, the user has to trust, that once he returned the
car, he gets the deposit back. These rules are set in a smart contract, that can be
publicly accessed and audited. Due to it being stored inside a block chain, these

rules cannot be changed, both parties can trust the contract.

9.2 The EVM

Every account on the Ethereum blockchain consists of four parts:

e Nonce: a transaction counter, preventing executions of identical transac-

tions multiple times

e Storage: key/value storage where both are 32byte long strings

e Bytecode:

e Balance: The amount of Ether the account owns
There are two types of accounts, externally owned accounts (EOA) and con-
tracts?. EOAs have a unique private key, with it the account can be accessed and
re-created from every node. Their storage and bytecode is always empty.

Contracts store their logic inside the bytecode area and a hash of the entire
patricia-merkle state tree (Wood, 2014).

Every full node in the network runs an interpreter for the assembly-like
bytecode language. This interpreter is called the Ethereum Virtual Machine, EVM
in short. It is a quasi-Turing-complete machine (Wood, 2014, p. 10). Quasi only,
because the computation is limited by the parameter gas. Every operation has a
fixed gas value, listed in the Ethereum yellow paper Appendix G. The bytecode

of a contract is a list of these op-codes and looks for example like this:

PUSH1 0x80 PUSH1 0x40 MSTORE PUSH1 0Ox4 CALLDATASIZE LT PUSH1 Ox3F [..]

25 https://github.com/ethereum/wiki/wiki/Ethereum-Development-Tutorial
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9.3 Application Binary Interface

In order to be able to interact with the bytecode with other languages, like JavaS-
cript, an additional interface is needed. One standard for this is the Application
Binary Interface (ABI). The detailed specifications can be found in the official doc-

umentation? but an example output of a function in JSON format looks like this:

[{

"constant": true,

"inputs": [], // no input
"name": "getBalance", // the function name
"outputs": [{ // returns
"name": "",
"type": "uint256"
11,
"payable": false, // can receive ether?

"stateMutability": "view", // does it change the state?
"type": "function"

¥

- []

Code 1: ABI example

This file, combined with the contracts address can then be used together to call

available functions:

var contract = new eth.Contract([ABI], address, [..]);
console.log(contract.getBalance.call());

Code 2: Using the ABI & address to call a contract in JS

9.4 Programming languages

It is in theory possible to write smart contracts with any language, as long as it
can get compiled to the Ethereum bytecode. However a few languages are avail-
able, that have been specifically designed for smart contracts. In this section I

want to give a quick overview over some of them.

9.4.1 Solidity

Solidity is the most commonly used language to write smart contracts for the
Ethereum blockchain. Solidity code can be deployed to an Ethereum blockchain
with Remix IDE, the official Ether Wallet as well as the Mist Browser, which is an
extension of the wallet. Solidity is the official standard and has a very detailed

documentation.?

26 https://solidity.readthedocs.io/en/develop/abi-spec.html
27 https://solidity.readthedocs.io/en/v0.4.24/index.html
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The code running on the EVM however is bytecode and so any language has to
get compiled to this bytecode before deploying. For Solidity, the Solc compiler?
is used.

Besides the official documentation, big libraries, such as OpenZeppelin®
and tutorials like CryptoZombies®® are available making it the best choice to start

developing smart contracts for Ethereum.

9.4.2 Lisp Like Language®

Lisp Like Language (LLL) is described as “a low level language similar to Assembly.
It is meant to be very simple and minimalistic; essentially just a tiny wrapper over coding
in EVM directly.” 3 It is one of the original languages released to be compiled to
the ETH bytecode. With LLL it is easier to keep track of the costs of a contract as
the EVM op-codes can be used directly in LLL. The documentation is very limited
and not many contracts have been written in LLL so far. If unfamiliar to Lisp or

Assembler it is difficult to get started with LLL.

9.4.3 Vyper
Vyper is an experimental language still under development by the Ethereum de-
velopers.? It strips away a lot of functionality that Solidity offers, such as modi-
fiers, class inheritance or overloading.** The reasons are listed as making the code
more auditable and more secure. Vyper’s syntax closely resembles Python code
and the same is required in order to compile it.

It is not entirely clear if Vyper replaces Solidity at some point, some contracts
of a future platform Update (Casper) are writing in Vyper® but currently it is still

heavily under development.

28 http://solidity.readthedocs.io/en/v0.4.24/using-the-compiler.html#

2 https://openzeppelin.org/

30 https://cryptozombies.io/

31 https://lll-docs.readthedocs.io/en/latest/lll_introduction.html

32 http://www.ethdocs.org/en/latest/contracts-and-transactions/contracts.html#id4
33 https://github.com/ethereum/vyper

3 https://vyper.readthedocs.io/en/latest/index.html

3 https://github.com/ethereum/casper/blob/master/README.md
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9.4.4 Other languages
There are a few more languages, either deprecated like Mutan® or not recom-
mended to use, like Serpent”. Others, like Bamboo®® are still in very early stages

and still lack in support and documentation.

9.5 Solidity

As described in the previous section, Solidity® is simply the best choice currently
to write smart contracts for Ethereum. In this section I want to highlight a few

things that will be used in the implementation and are unique to this language.

9.5.1 Contracts
A contract’s structure is like a class in OOP-like languages. A very simple ex-

ample could look like this:

pragma solidity ~ 0.4.23;
contract Calc {

function add(uint _a, uint _b) public pure returns(uint) {
return _a + _b;
}

Code 3: Basic Contract

The deployment in Mist costs a fee — called gas — depending on the complexity
of the contract The exact amount is determined by the EVM op-codes (Wood,
2014). After deployment to the blockchain, the contract receives a unique 32bit

address pointing to it, for example:

0xb50ba468ea264db6255230bc7bb605af55a37256

3 https://github.com/zsfelfoldi/go-ethereum/wiki/Mutan-0.2/
%7 https://github.com/ethereum/serpent/

38 https://github.com/pirapira/bamboo/

3 Current version at time of writing: 0.4.24
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With this address, everyone inside the same blockchain network can use the

functions from this contract by calling the contract with its address:

import “../calc.sol”
contract B {

function calculate(address a) public view returns(uint) {
return Calculator(a).add(5, 190);
}

Code 4: Calling another contract

One drawback is, that Contract B needs to know the sourcecode of the first con-
tract in order to be able to access it. This can be done by using imports. (see

line 1) It is also possible to store data inside contracts:

contract Store {
string s;

function setString(string _s) public {

s = _s;
)

function getString() public view returns(string) {
return s;
}

Code 5: Setter and Getter functions

Calling getString()is free, as it does not change the state of the contract and
therefore the chain. To update the variable to a new value, a transaction is re-
quired ( Figure 12) and since transactions are automatically

recorded, so making changes can always be traced back.
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Figure 11: Deploying a contract

Figure 12: Sending a transaction

9.5.2 Mappings

Mappings are a unique feature of Solidity. While being somewhat similar to a
hash table it doesn’t store any actual data from the keys, only the keccak hash of
it. (Ethereum Foundation, 2018b). But at first initialization, it already holds every
possible key and maps it to the default value of solidity 0x. This is a very useful
key-value ERC20 standard:

storage. One example, used in the

(“ConsenSys/Tokens,”,2018; Fabian Vogelsteller & Vitalik Buterin, 2015)
mapping (address => uint256) public balances;

This maps an address to an integer value. The mapping is public, therefore solid-
ity automatically creates a getter function, although one can be implemented

manually as well.

balances[0x627306090abaB3A6e1400e9345bC60c78a8BEf57];

The request above will return the value that this address is mapped to, a concept
that is used in tokens to keep track of how many tokens an account holds. As
every possible address is already mapped, there is no need to add addresses man-

ually. Any account can easily be updated by mapping it to a value:

balances[0x627306090abaB3A6e1400e9345bC60c78a8BEf57] = 100,
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9.5.3 Structs

Structs are a form of Objects within Solidity. A Struct can consist of several types

such as variables, mappings and other structs.

contract UserContract {
struct User {
address userAddress;
string userName;
uint userAge;

}
User[] public users;
function newUser(address _add, string _name, uint _age) public {

User memory u = User(_add, _name, _age);
users.push(u);

Code 6: Struct example

This very basic setup can create a new User with some variables and stores it
inside an array. In Remix you can test the interaction by accessing our array di-
rectly. (Figure 13)

- UserContract at Ox0e1...56573 {blockchain) I

newllser x28a8f1c2eibefcdeladferd10551187 10547 bl "FooBar”, 21 o

users o ~

0: address: userAddress 0x25A811c2E1BEFC4ESaDIETE1055 1187 1ci547eb8
1: string: userName FooBar
2 Uint256: userAge 31

Figure 13: Struct example in Remix

Despite it showing the correct output when accessing the array in Remix, a struct
object cannot be returned from a function, which is still a big limitation of the
language.

Structs in combination with mappings can be a very useful way to store a lot
of information and map it to specific key, something I will later use to handle the

storing of transaction information within contracts.

9.5.4 Modifier
Solidity Functions can be extended with modifiers, that check on runtime if a re-
quirement is fulfilled or not. This makes the integration of certain checks very

modular and easily modifiable. (Ethereum Community, 2018b)
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contract ModExample {
address internal owner;
constructor() {
owner = msg.sender;

}

modifier onlyOwner {
require(msg.sender == owner);

}

function doSomething() public onlyOwner {
// only the owner of the contract can access this function

¥

Code 7: Modifier example

The above example shows a very common pattern of restricting certain functions
to a specific address, in this case the owne r of this contract which is automatically
set when the contract gets deployed and the constructor fires.

The modifier is added after the visibility of the function and is in itself a function
and as such can also take variables. Before the main function gets executed, the
modifier function runs. In the example it verifies, that the address that called the
function is the owner of the contract with the require () check integrated in
Solidity. If it fails it reverts the transaction and refunds it.(Ethereum Foundation,
2018a). After a successful check it jumps to ; a placeholder for the function that
got called originally to continue. With this placeholder it is also possible for mod-
ifiers to execute code after the function ran, for example to automatically move
the contract to the next stage in a state-transition machine like setup. (Ethereum

Whitepaper, 2018)

9.6 DApps

Applications using the Ethereum network, are usually referred to as Decentral-
ized Apps, DApps in short. The D is the Greek letter Eth and is used to show that
it is an Ethereum Application.

The website State of the Dapps (State of the Dapps, 2018) currently lists over 1600
of these, some of which are highly successful, like Cryptokitties (Cryptokitties,
2018).
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9.7 Clients

To interact with a DApp, a way to connect to the blockchain itself and an account
is required. The app can either offer a direct connection to a node via the RPC
Interface* or use an injected Web3 provider through a browser plugin such as
MetaMask*' or a browser with Web3 support. For the desktop only the Mist
Browser*? is available as standalone browser (Ethereum Community, 2018a), for
mobile devices Toshi** or Cipher* can be used. MetaMask is the easiest way and

available as plugin for most modern browsers.
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‘Client's Browser MetaMask Plugin
N
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Figure 14: Web3 Interface (Corte, 2018)

With a provider available, requests and transactions can be done by using the
web3 JavaScript API (Ethereum Community, 2018d) The current stable version is
0.20.6 but the 1.0 release is nearing its final beta steps and will be used for this
proof of concept. The biggest change is the switch to asynchronous callbacks,

making it easier and faster to interact with the blockchain from the web.

40 https://github.com/ethereum/wiki/wiki/JSON-RPC/
4 https://www.metamask.io/

42 https://github.com/ethereum/mist/

4 https://www.toshi.org/

4 https://www.cipherbrowser.com/
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10 Implementation

The implementation consists of two parts:
e The smart contracts as back-end
e A web-based User Interface
While the smart contracts can be extended to a real life test, the Ul mainly focuses
on testing and simulating the interactions within the supply chain.
The UI can be tested locally after meeting the requirements and installing accord-

ing to the ReadMe-File®.

10.1 Smart Contracts

In this section I will explain the structure of the smart contracts and how the data
can be collected as well as retrieved. The full documentation is available online*

and on the DVD¥.

10.1.1 Tools

The easiest way to develop smart contracts in Solidity is with Mist*® (Wood, 2014)
as it includes the Remix IDE* (ConsenSys, 2018b) as well as a way to observe
contracts and handle multiple accounts. Mist can be connected to a “live” block-
chain by starting it with the corresponding RPC> address of a node or used with-
out connecting it to one, thus creating a local development environment. The lat-
ter has been used for the majority of the development processes, as it also makes
it possible to have accounts without passwords, speeding up the deployment and

testing considerably.

45 ReadMe: “./Code/README.md”

46 https://korbiniank.github.io/SupplyChain/

47 Folder: “./Code /docs”

48 Version 0.10.0 was used

4 https://remix.ethereum.org

50 https://github.com/ethereum/wiki/wiki/JSON-RPC/
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Figure 15: Missing folder support in Remix IDE

Remix handles the debugging, compiling and deploying and creates an effort-
less way to make changes to contracts. It however also has some drawbacks. It
lacks a way of exporting the individual .so1 files as well as a support for fold-
ers. Having multiple files to work with, it’s getting increasingly difficult to keep

them organized (Figure 15).

10.1.2 Requirements
In addition to the requirements in Section 6.3 the smart contracts also have to
fulfill a few more, specific to this use-case:
e Each step of our supply chain needs to be able to receive and store trans-
actions that include data
e Every Interaction, that changes the state should be stored inside the con-
tracts
e Each step also needs to include some specific attributes unique to these
steps
e Each step needs to be linked with the previous one, so that a traversable
path exists from start to end

e The entire dataset must be query-able

51 See p. 27
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10.1.3 Transactions

In the supply chain, there are several individual steps, such as a Vineyards, Trans-
ports and Bottles which will have data attached to them. This could be done by
representing each step as a Struct (9.5.3) inside a single contract

but every step of the supply chain needs to have its own attributes and de-
tails. Storing them together with the specific logic of that step, makes the con-
tract(s) bigger than they need to be. It makes sense to keep the individual parts,
such as a vineyard, a transport or a harvest separate from the others and only link
them with transactions and addresses. If a new instance of one of these steps is
created, they all have their unique address and not just a pointer inside an array.
This makes it easier to associate data to a specific step.

Also if Tokens are used and should get transferred from one step to another,
the implementation gets difficult. The ERC20 token, for example, keeps track of
addresses and their balance in a mapping. (1) Transfers happen between separate
accounts, with transfer (address from, address to). It would create
a lot of overhead, if every struct needs their own custom balance mapping and a
lot of adjustments to the token interface. It would defeat the purpose of the stand-
ard.

The transactions alone could be done by the default transaction functionality
included in Ethereum and Solidity. A default transaction contains msg. sender,
the address of the account that made this transaction, msg.value, the amount
of ether that has been sent within the transaction and finally, msg.data. The
data part of a transaction can be “an unlimited size byte array specifying the input
data of the message call” (Guideline, Beckett, Klein, & Corbet-milward, n.d.). It is
then possible to access a transaction by querying the blockchain with the transac-
tion hash and retrieve the data that was sent with it.

However, it is impossible to get those transaction hashes from within the con-
tract, as they are generated outside the contract when the transaction is ‘mined’
and processed. At the time of creating the transaction, this data is simply not
available. For the same reason, a contract itself cannot give any information

which transactions happened, at least not by default.
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Due to this limitation by design, transactions must be stored manually. For this I
created a contract that can be then inherited by other contracts within the system:

the contract TransactionOwner.

The TransactionOwner Contract
The contract contains two Structs’? which will store the details of the transac-

tions:

struct TransactionSender {
address sender;
mapping(uint => TransactionStruct) transactions;
uint transactionCount;

}

struct TransactionStruct {
address sender;
bytes data;
uint256 time;

Code 8: Storing Transaction details in structs

The TransactionSender object describes the sender of a Transaction, includ-
ing the address of the sender, as well as a map of TransactionStruct and a
counter of how many transactions this particular sender has sent to the contract.

The address is mapped to this object, so you can get more detailed infor-

mation about this sender with this mapping;:
mapping (address => TransactionSender) public transactionSender;

The TransactionStruct describes the individual Transactions itself and con-
tains the sender as well as the data sent with it. For this first concept, only one
data input is implemented, but this pattern opens the possibility to store specific
variables separately by simply adding it to the struct. A transaction does not re-
turn a timestamp itself (s. Figure 16). In order to get the timestamp, one would
have to retrieve the block number and then query the block with that number to

get information when this block was mined.

52 See 9.5.3: Structs, p.17
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lockHash: "@xe62178e487clbbc5d27TbeBebed3etbbeacsSefied2Icci3die8@5fadaba7aEa"
blockNumber: 13

contractAddress: null
cumulativeGasUsed: 158252
gasUsed: 158252

F4bafBafcd2l3adafebdlfd3887470d8628Cc 92749627607 c142213d35F"

Figure 16: Callback of a transaction

Inside the block is the information about which transactions have been added to
this block and the timestamp of when the entire block was mined. While possible
to determine the timestamp this way, it requires multiple calls to the network, to
simplify this process, the variable uint256 time will be set at creation time
with the timestamp. Solidity offers this functionality by adding the block

timestamp directly (Ethereum Community, 2018).

difficulty: "B
extraData: "@x@"
slimit: 6721975
sUsed: 158252
shi "@xe62178e24@7c16bc5d27TbeBebedBeSbBeac5efBaB23cc83de805fBdab67ofE@"

com: "@xE80208002000000000008E000000000620000200000202002020020208202002022200000000808E
miner: "@x22EBEE0E0E60060800000000200030823008A280"
nonce: "@we"

ooomoogoor
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number: 12
parentHash: "BxBa27cb8aldd3

receiptsRoot: "Bx56e81f171b t‘gbha-gﬂalb42+b5235i"¢3 =
shadlUncles: "BxldccddeBdec? 9483741388142 d42d49347"
size: 1088

stateRoot: "@xfccb98efSaec555bas6e8054cdef28d74c391983b2b8addbec575782308833F1"

timestamp: 1529239606
totalDifficulty: "8"

b transactions: ["8x61933dT4Saf8atcd2l3s4afe841fd30874709d862ac9a7496a7607c142213d35F"]
transactionsRoot: "@x56e81f171bcc55a6TT83452692c8F86e5b48ea1b996cadc@@1622Ffb5e363b421"
kP uncles: HE N |

Figure 17: Block content

To be able to access these transactions easily at a later point, a mapping to an

index is created:
mapping (uint => TransactionStruct) public transactions;
Additionally, to keep track of the previous sender accounts, another mapping to

a Boolean value is created. It is then possible to check, whether it is a new account

or one that has sent data before.

mapping (address => bool) internal isSender;
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The addition of transactions to the contract are then handled by the following

function:

function addTransaction(address _sender, bytes _data) public onlyVerified {
if (!inArray(_sender)) {
sender.push(_sender);
isSender[_sender] = true;

¥

TransactionSender storage ts = transactionSender[_sender];
ts.transactions[ts.transactionCount] = Transaction-

Struct(_sender, _data,now);
transactions[totalTransactions] = TransactionStruct(_sender, _data);
tsender.transactionCount++;
totalTransactions++;

Code 9: Storing a Transaction

In order to be able to add a transaction, the sender needs to be a verified address
and is checked by the modifier onlyverified.

The contract then checks, if the sender has previously sent a transaction to
this contract. If it has not, that address is added to the array sender[]. To re-
member that this address has sent a transaction, the mapping of the address is
set to true.

From the mapping of transactionSender you get the struct object
TransactionSender tsender. Here the mapping functionality of Solidity
shows its usefulness.

If the sender has not sent any Transactions before, you simply get an empty
object back, that then can be filled. If the sender exists, the object with all the rel-
evant information is sent back can then extended.

The transaction information is then added as TransactionStruct tothe map-
ping within the object itself. Lastly, the transaction counter of the object is in-

creased as well as the overall transaction counter of the contract instance.

53 See Section 8.4.3: Modifier, p. 2
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The remaining functions will only be explained in short, as most of them are

straight forward:

function getTransactionDataAtIndex(uint _index) public view returns(bytes) {
return transactions[_index].data;
}

Code 10: Getting data from a Transaction I

This function takes a pointer and returns the data from our transaction mapping.
Again, the mapping is very useful as even when the index does not point to an

existing transaction it will then simply return 0x instead of throwing an error.

function getTotalTransactionCount() public view returns(uint) {
return totalTransactions;
}

Code 11: Getting the number of total Transactions

The overall amount of transactions the contract has handled can be queried by:
function getTransactionSenderAtIndex(uint _index) public view returns(ad-

dress) {
return transactions[_index].sender;

}
Code 12: Getting a specific sender

With a pointer it is possible to get the sender from a transaction from the map-

ping, again if there is no sender, it will simply return the default Ox value.

function getTransactionCountFromSender(address _sender) public view re-
turns(uint) {

TransactionSender storage s = transactionSender[_sender];

return s.transactionCount;

Code 13: Getting the number of transactions sent by a specific address

To check how many transactions come from a particular address, the mapping

transactionSender can be called:

function tansactionDataFromSenderAtIndex(address _sender, uint _index)
public view returns(bytes) {

TransactionSender storage s = transactionSender[_sender];

return s.transactions[_index].data;

Code 14: Getting data of a transaction II

Similar, to access the data of a specific transaction with an index, from a known

sender address:

function getAllUniqueTransactionSender() public view returns(address[]) {
return sender;
}

Code 15: Getting unique Transaction-Sender

In order to simply get all addresses that have sent transactions to the contract, an

array of all senders can be returned.
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With this contract setup the fields, transports etc. contracts can be created and
then inherit the TransactionOwner contract. This not only ensures, that the
way of how transactions are stored is identical throughout the supply chain, it
also reduces the complexity of the individual steps, as only certain data, specific

to these steps, must be programmed in.

10.1.4 The “Handler-Concept”
Every vineyard should be based on the same code, so once its audited and tested,
every new instance is also tested. This identical code base would also ensure data
consistency and trustworthiness, which are some of the goals.

Instead of manually deploying the same code for every instance, which could
lead to errors and changes, a new instance of a contract will be created by a sep-
arate contract, the Handler. This handler will also keep track of every child in-

stances by storing the addresses in an array. (Figure 18)
import "./field.sol";
contract FieldHandler {
event NewFieldCreated(address field, address creator);
address[] internal allFields;
function newField(bytes _name, bytes _longitude, bytes _latitude)
public returns(address) {
Field f = new Field(msg.sender, _name, _longitude, _latitude);
allFields.push(f);

emit NewFieldCreated(f, msg.sender);
return f;

-]
Code 16: Excerpt of the FieldHandler.sol

To be able to create a new instance of a contract, the code that will define the
instances must be imported. Then a new Field can be created with new
Field (..) The handler stores the address of the new instance in the variable f
and adds it in an address array allFields[].

Lastly, the event NewFieldCreated () is fired. This event can be listened to
in the Frontend and gives us information about the newly created object, in this
case the address of the field and the address of the account that called the func-

tion, the owner of the field.
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To add data to a specific step in our supply chain, the address of the contract is

required. So instead of updating individual contracts with the new addresses,

HANDLER CONTRACT

Array
[0: 0xb7769d189d51b...
1: 0xb50ba468ea264...

2: 0x096¢f1048832e...]

7 CHILD CONTRACT
0xb7769d189d51b...
CHILD CONTRACT
@Bl 0xbs0bad6seazes...
- CHILD CONTRACT
0x096¢f10488326...
L CHILD CONTRACT
0X096cf10488326...

Figure 18: Handler and child contracts

each step of the supply chain has a handler contract and each handler knows the

previous one(s). With this concept, new instances can be dynamically added, que-

ried and updated.

10.1.5 Vineyard

The vineyards are represented by instances of the field.sol contract. New

field contracts are created by the FieldHandler.sol contract. The fields also

inherit the TransactionOwner contract (Transactions 10.1.3, p. 42) and can

track of additional data such as hashes of documents or sensor-data such as

weather or soil samples.

Comparison to requirements:

Table 3: Requirement check for the vineyard

Requirement Fulfilled | Fulfilled via

Name and address v Variables

Location v Variables

Size of plot / number of vines v Variables

Vine variety v Variables

Contact details v Accounts

Detection of changes v Transactions/state transitions
Tracking of regulatory data v Transactions
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10.1.6 Harvest

A harvest can contain multiple fields/vineyards. When grapes are harvested, they
are weighted and stored. With a scale connected to the blockchain, it is possible
to create a value, representing the grapes in the form of tokens. The details of the
token functionality will be outlined in the next section.

The weighing is done with the following function:

function weightInput(address _fieldAddress, uint _value)

public harvestable(_fieldAddress) {
require(

erc20.call(bytes4(keccak256("mint(adress,uint256)")), this, _value));
addField(_fieldAddress);
fieldBalance[_fieldAddress] += _value;

Code 17: Weighing a part of a harvest

Inside this function, the tokens are minted>** and the balance is added to mapping
to be able to check which vineyard resulted in the biggest yield. The address is
also added to the harvest contract with a separate function, enabling an overview

of included vineyards if requested:

function addField(address _fieldAddress) internal returns(bool success) {
if (fields[_fieldAddress] == false) {
fields[_fieldAddress] = true;
fieldArray.push(_fieldAddress);
emit FieldAdded(_fieldAddress);
return true;

ieturn false;
} Code 18: Adding a new vineyard
Table 4: Requirement check for the harvests
Requirement Fulfilled | Fulfilled via
Amount harvested v Transactions / weight sensors
Vine variety v Included from field
Time and date of harvest v Transactions/state transitions
Harvested vineyards v Addresses from contracts

5 See Code 20, p.46
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10.1.7 Grape Token

A harvest creates value in the form of grapes that will be sold to a company that
produces the wine. The Ethereum platform offers a way to represent this value
on the blockchain itself in the form of tokens.

The most commonly used standard is the ERC20 standard, the website
Etherscan® lists 94609 token contracts at the time of writing. The ERC20 Tokens
can be compared to regular currency, an ERC20 Contract keeps track of which
accounts (addresses) own how many tokens and handles all transfers. The total

supply is either set at deployment or can be increased dynamically. It is not pos-

HARVEST TRANSPORT PROCESSING

$3 3

8

0 -

GRAPE GRAPE
field: Oxifeid..
—lrecs — EE =
tronsporter: Ox51.. -
production: 0xc570.. E .

(

Figure 19: ERC721 Grape-Token

sible to attach data to a token, as the token itself does not exist as an object or
struct, only as a mapping.>

The ERC721 is a non-fungible token and can be compared to assets and collecti-
bles. An ERC721 token is a struct inside an ERC721 contract and can include var-
ious meta data. This makes this standard very interesting to keep track of who

owned the token previously and could accumulate data along the way.

% https://etherscan.io/tokens
% See Section 9.5.2: Mappings, p.32
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It may sound logical, to have each grape represented as an ERC721 token and
add the data of all further interactions along the supply chain to this token. (Fig-
ure 19).

The final bottle would then consist of several of these grape-tokens along
with the data. In order to retrieve the data, you then only have to check the con-
tents of each Grape-Token. The creation of a ERC721 Token is quite complex, as
the information who created the token, who receives it and the IDs have to get

tracked. This creation would happen at harvest time:

function _mint(address _to, uint256 _tokenId) internal {
require(_to != address(9));
addTokenTo(_to, _tokenId);
emit Transfer(address(@), _to, _tokenId);
allTokensIndex[_tokenId] = allTokens.length;
allTokens.push(_tokenId);

}
function mintMany(address _to, uint _amount) canMint public returns(bool) {
for (uint i; i < _amount; i++) {
uint256 tokenId = allTokens.length;
_mint(_to, tokenId);
Token memory token = Token({
mintedBy: msg.sender,
mintedAt: uint64(now),
harvest: _to

1
tokenId = tokens.push(token) - 1;
harvestToken[_to].push(token);

}

return true;
Code 19: Minting an ERC721 Token

A first test implementation showed, that the gas-limit is reached very quickly.
The current gas-limit of a block averages at 8 Million®, a single ERC721 Token
creation required 276,296 gas. This results in a maximum of 28 tokens that can
be created within a single transaction and makes it very impractical to have
every grape represented by its own token in this setup. A single basket can con-
tain hundreds of grapes when weighed, requiring the weighing process to be
split in several transactions that might queue up and cause slowdowns.
Another approach is, to have increments of several kilos represented as a
single token. But it is also not possible to have partials of an ERC721 token, so

the representation would not be correct. The next higher abstraction level would

57 https://ethstats.net/
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be, to have individual harvests represented by a token. At this level, there is not
much of a difference in having a separate contract for each harvest. This would
also mean, that each harvest would have to get transferred in its entirety, as
mentioned earlier, it is not possible to divide a token.

Therefore, the ERC721 token, while having very promising functionality
and is seemingly ideal for this concept, cannot be used to represent small assets
such as grapes.

To create a new ERC20 token, a simple uint counter is increased and a map-

ping from an address to its balance updated:

function mint(address _to, uint256 _amount) canMint public returns(bool) {
totalSupply = totalSupply_ .add(_amount);
balances[_to] = balances[_to].add(_amount);

[...]

return true;
Code 20: Minting an ERC20 Token

When the grapes are weighted, new tokens are created and added to the contract.
This balance can be used as an indicator of how much yield a harvest managed
as well as when parts of a harvest are transported, the balance can be reduced.

Once all grapes are transported, the balance should also be 0.

10.1.8 Distribution

During transport, depending on the goods being transported, several data has to
be tracked. A TransportHndler contract, e.g. owned by a logistics company,
creates a child contract for each new distribution which is then only used for a
single shipment. The TransactionOwner again, handles the storage of all data
that needs to be tracked during transit. For example, GPS sensors could add the
trucks position to the blockchain every couple of seconds or minutes, creating a
traceable route of transport. Additionally, temperature sensors could ensure, that
the goods were transported according to set standards and stayed within pre-

defined limits.
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Table 5: Requirements check for distribution

Requirement Fulfilled | Fulfilled via

Tracking of shipments v Each shipment has a unique
address/contract

Proof of compliance to regula- v Transaction of document

tions hashes / proof of possession

10.1.9 Processing

The processing step does not add any new functionality compared to the previ-
ous contracts. It uses the TransactionOwner on its child-contracts Produc-
tions. During processing the grapes go through different machines, are
pressed, filtered etc. and in the end filled into bottles. While it is in theory possi-
ble to also have each machine represented as a contract, the majority of the ma-
chine-specific information might be very sensitive. For this reason, data such as
proof of possession of certain documents like laboratory results, machine per-
formance reports or cleaning times can be added with the functionality of the

TransactionOwner. More detailed information can also be added the same

way.
Table 6: Requirements check for processing
Requirement Fulfilled | Fulfilled via
Tracking of production data v Transactions / machine sensors
Proof of compliance to regula- v Transaction of document
tions hashes / proof of possession
Tracking of batch numbers v Each production has a unique
address/contract
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10.1.10Referencing
In order to be able to re-trace the supply chain, all the data from each step could
be accumulated along the way, but this would quickly lead to a big redundancy

in data as well as a huge increase in storage size. (Figure 20)

VINEYARD 1 VINEYARD 3
Address: 0xb7769d18... HARVEST HARVEST 2 Address: 0x2e2a8a25...
Location: 1.234, 56.789 Location: 1.236, 56.789
Pesticides: [...] Addr: 0xc78d49ac... Addr: Ox1dfd45va... Pesticid
Fertilizer: [...] Year: 2018 Year: 2018 Fertilizer: [...]

From vinyards: stc.
[1: {Address: Ox2e2a8a25...

Location: ...}

2: {Address: 0xb50ba468... 2: {Address: Oxed9526¢2...

Location: ...} Location: ...}

VINEYARD 2 ] ]

etc. From vinyards:
[1: {Address: 0xb7769d18...
Location: ...}

Address: 0xb50ba468...

Location: 1.235, 56.789
Pesticide:

VINEYARD 4
Addre_ss: Oxed9526c2...

I : 1.237, 56.789
Fertilizer: [...]
etc.

TRANSPORT

Addr: Oxd8cee37 1cbd854e1bd863075764c73ea0f415f30

From harvests: From vinyards:

[1: {Address: Ox1dfd45va... [1: {Address: 0x2e2a8a25...
Year: ...} 3

2: {Address: 0xc78d49ac...

Year: ...}

]

Figure 20: Accumulating the data

A more practical way is, to just reference the addresses inside the contracts and
create a graph-tree, that is later traversable. By querying a transport, all contain-
ing harvest addresses can be retrieved. Querying the individual harvests then re-

veal the vineyards etc.

VINEYARD 1
Address: 0xb7769d18...
Location: 1.234, 56.789
Pesticides: [...] Addr: Oxc78d49ac...
Fertilizer: [...] Year: 2018
etc. From vinyards:

[1: Oxb7769d18...
2: 0xb50ba468...

1 1

VINEYARD 3

Address: 0x2e2a8a25...

HARVEST HARVEST 2

Addr: Ox1dfd45va...
Year: 2018

From vinyards:

[1: Ox2e2a8a25...
2: 0xed9526¢2...

VINEYARD 2
Address: 0xb50ba468...
Location: 1.235, 56.789
Pesticides: [...]
Fertilizer: [...]
etc.

TRANSPORT

Addr: Oxd8cee371cbd854e1bd863075764c73ealf415f30

From harvests:
[1: Ox1dfd45va...

2: 0xc78d49ac...

1

Figure 21: Graph-style data connection

VINEYARD 4
Address: Oxed9526¢2...
Location: 1.237, 56.789
Pesticides: [...]
Fertilizer: [...]
ete.
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While this increases the number of requests made to the blockchain, calling data
from an Ethereum blockchain is free, while storage costs and the amount of data
that can be sent inside a single transaction is limited by the block gas limit.>

The final product stores the address of the last step, the production, inside
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Figure 22: Visualization of the Connections
a QR code or RFID-tag. With this address, the ProcessingHandler contract
can be queried, and returns the information of which transport contract delivered
the ingredients. From the transports, the traverse to the harvest(s) and then to the
vineyards is possible. As each step has the interactions attached to its contract, all

the data can be also called along the way, if required.

10.2 Deployment
The deployment of the smart contracts can be either done via Remix and an in-
jected Web3 instance or via the official wallet. There is a third option, deploying
them via a framework like Truffle (Armstrong et al., 2008). Truffle is a Web3 (9.6)
framework and offers a JavaScript CLI to compile, migrate and test smart con-
tracts written in Solidity.> It creates and stores the ABI and makes it easy to in-
teract with deployed smart contracts without the need to manually reference the
ABI file every time.

With migrations it is also possible to keep changes and additions visible

throughout the development phase.

% https://ethereum.stackexchange.com/questions/1106/is-there-a-limit-for-transaction-
size
5 https://truffleframework.com/docs/getting_started/compile
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A sample migration from the official documentation looks like this:

var MyContract = artifacts.require("MyContract”);

module.exports = function(deployer) { // deployment steps
deployer.deploy(MyContract);
¥
Code 21: Example of a Migration

10.3 User Interface

The User Interface can be considered an admin interface as well as a showcase.
With it, the supply chain interactions can be simulated and tested. The full docu-

mentation is available online® and on the DVDe!.

10.3.1 Tools
For the layout and design, Bootstrap 4.1 is used, specific CSS styles are written in
SASS and compiled separately.

The handling of smart contracts from within the App is done with Truffle,
the interactions are written in JavaScript (ES2015). To use the asynchronous func-
tionality of Web3 1.0 beta, the beta version of Truffle is also required®. As this
proof of concept is not used in a sensitive real-life environment, this choice can

be justified.

10.3.2 Requirements and Tools

The app should represent the individual steps and actors within the supply chain.
Several parts of the site consist of dynamic data from the blockchain but uses the
same design. For this reason, the template framework Mustache.js®® is used which
offers the possibility to combine .html templates with a JSON file and return-
ing a complete design element. Having the contracts displayed as modular ob-

jects, makes adjustments to the design simple and the objects reusable.

60 https://korbiniank.github.io/SupplyChain/

¢1 Folder: “./Code/docs”

62 https://www.npmjs.com/package/darqg-truffle
63 https://github.com/janl/mustache.js/
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10.3.3 Design
The UI-Design aims to have the four steps of the supply chain visible at a single

glance. (Figure 23)

KRONETH - Supply Chain Interaction

CULTIVATION HARVEST TRANSPORT PROCESSING

l Show Fields ‘ l Open selected Harvest ] l Show Transports J [ Show Productions ‘

Field Name Select Harvest Start Latitude Start Longitude .
J New Production

Enter a name v Latitude Longitude

Grape Type New H; t
ML e ranves New Transport

Enter the GrapeType Year

Latitude Longitude
:

Latitude Longitude

New Field

Figure 23: The Ul (empty)

Most of the individual objects are displayed as cards (Figure 24 & Figure 25) that
include some basic information and can be extended by opening a collapsed list.
(Figure 28) The color of the cards indicates the status of the individual objects.
Green means, Transactions are possible, red means the step is either in a tempo-
rary state of suspension, e.g. the vineyard was uprooted or that this step is fin-
ished. The latter happens for example, if a transport is finished or a harvest is
done. The purposes of these contracts were fulfilled and should not be updated
anymore, only be able to read the historic data.

Each card can then be opened as overlay to enable detailed interactions as

well as showing more elaborate data, such as the transactions. (Figure 26)

Sunny Hillside (East)

. T
Grape type: Abouriou ID: 0 ransporter
Balance: 0
e
Details Open

Address:

0x87014d42db27b4284408171e7ad8b4a7cfc0796a
Address: 0xe0268dd7c67¢66113af0b3b3ba20bdf3db344db7

Figure 25: Field Card Figure 24: Transport Card
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Details X

ID: 0 inprogress Balance: 42

0xe0268dd7c67c66113af0b3b3ba20bdf3db344db7
Contains Harvest: 0x2c3c3983ed551a0b426¢f12797a64aaaf9f8c7bf
Receive Harvest:

Harvest = 0x8edc11ch...

Amount 100 kg
Add
Transactions: 1 11-Jul-2018 17:49:20 -> 12°C v
Sensor  GPS v Data
Add Data
Figure 26: Overlay

The modular design and code pattern enables a quick way to create the output
for the final bottle by simply accumulating the individual cards associated with

the contract addresses. (Figure 27)

Wine Bottle Details

From Fields: Transported with: Production Information:

illsi Transporter .
Sunny Hillside (East) ID: 0 POt ID: 3 In progress
Address: | finished
0x87014d42db27b4284408171e7ad8bda7cic0796a N Details I Open
Grape type: Abouriou Details Open

Address:

Start Latitude: 47.268902 0xf223fb273b8e6f57caba0a1d466d7765cf48055¢
Latitude: 47.268902 Start Longitude: 5.090000
Longitude: 5.090000 Owner:

Total TX: 1

Creator:
0x627306090abab3a6e1400e9345bc60c78

28bef57 Address:

I7¢67¢6611

Owner:
0x627306090abab3a6e1400e9345bc60c78
a8bef57

Total TX: 0

TX since last Harvest: 0

Address:
0x87014d42db27b4284408171e7ad8bA4a7cfc0796a

Figure 27: Bottle as Cards
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10.3.4 Asynchronous JavaScript

Sunny Hillside (East)

Grape type: Abouriou
I
Latitude: 47.268902

Longitude: 5.090000

Creator:
0x627306090abab3a6e1400e9345bc60c78a8bef57

Owner:
0x627306090abab3a6e1400e9345bc60c78a8bef57

Total TX: 0

TX since last Harvest: 0

Address: 0x87014d42db27b4284408171e7ad8b4a7cfc0796a

Figure 28: Expanded Card

Example:

The Dapp consists of several modules to keep
the logic of each step separate and modular.
A central index.]js creates the App object
and is used to handle the routing of the func-
tions to the individual modules as well as
some setup functions such as setting the
Web3 provider. The modules are separated in
fields.js, harvests.]js, trans-
ports.jsandproductions.js, each han-
dling the interaction with the respectively
smart contracts. Inside the modules, asyn-
chronous functions are exported and made

visible for the App.

export async function getAllFields() {

const fieldhandler_instance
vider).deployed();

await fieldHandler_contract(web3.currentPro-

const fields = await fieldhandler_instance
.getAllFields.call().then(async addresses => {

var fields = [];

for (let i = @; i < addresses.length; i++) {
const field = await fieldAsJson(addresses[i]);

fields.push(field);
}

return fields;

s

return fields;

Code 22: Asynchronous JavaScript function

The functions in JS are named identically to the ones in the smart contracts, to

help keeping the code readable and understandable. Therefore the JS function

calls the Fieldhandler contract, specifically the function getAl1Fields () :

contract FieldHandler {
[..]
address[] allFields;
[..]

function getAllFields() public view returns(address[]) {

return allFields;

}

Code 23: Excerpt of FieldHandler.sol
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With the await prefix in front of the fieldHandler instance it is possible
to wait for the data queried from the blockchain and then work with the retrieved
results in a . then () function, in this case the return is an array of addresses. In
a loop over these addresses, another async function within the same module is
called: fieldAsJson. This function retrieves data that will get displayed in a
Mustache template and combines it to a JSON object. The objects are then added
to an array and once the loop finished, returned to the function that called this
one and is waiting for a return. In this case, the returned object array is stored
inside the const fields. Once this constant is set, the function continues
and returns the fields.

As the transactions are all handled by the same code inside Transac-
tionOwner.sol, a specific transaction module (t ransactions.js) can be cre-

ated and reducing duplicate code:

export async function addTransaction(instance, sender, data) {
const account = await helper.getAccount();
var hexData = web3.utils.stringToHex(data);
return await instance.addTransaction(sender, hexData, {
from: account,
gas: 400000

1)

Code 24: Adding a Transaction via JavaScript

To use a function, the transaction. js module must be imported in the mod-

ule that wants to use it, for example:

import * as tx from "./utils/transactions”;

export async function addFieldTransaction(address, sender, data) {
const field_instance = await field_contract(web3.currentProvider)
.at(address);
var receipt = await tx.addTransaction(field_instance, sender, data);
return receipt;

Code 25: Using the imported Transaction Module
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The final step of retracing the supply chain is then very simple by using the al-

ready existing methods:

export async function getBottleDetails(production) {
const transport= await getTransportFromProduction(production)
const harvest = await getHarvestFromTransport(transport)
const fields = await getFieldsFromHarvest(harvest);
loadFieldCards(fields);
loadTransportCards(transport);
loadProductionCard(production);

Code 26: Retracing the supply chain

11 Exhibition at Krones

The smart contracts and Interface were used to build a booth for an internal in-
novation convention at Krones Neutraubling from 16th-17th July. This exhibition
was not a part of this thesis, as the hardware implementation and extension with
software was not done solely by me but in a team of two other programmers as
well as an art student. Regardless, as the underlaying smart contracts were im-
plemented by me and the hardware extension is a logical next step to test them, I

included this section.
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Figure 29: Poster used for the booth (by Lena Schabus)
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Transactions to the vineyards were made by using NFC-Cards, each representing

either Pesticides, Fertilizer, Watering or Soil Samples.

Figure 30: Transport Simulation

Weighing a box of grapes, created the harvests and added the tokens. Those could
then be transported by steering as virtual truck on a satellite map within a
browser. During this, the actual geo-locations were sent to the blockchain, simu-
lating a real transport

With the press of a button on the Processing step, the transport was emptied and
added to a new Production-contract. Additionally, a hash of an Incoming-Goods
Document was added with a transaction. Other documents, such as laboratory
results and quality reports, each represented as hash, could be added by pressing
other available buttons. The final button created a QR-Code of the current produc-
tion ID and prints it. This code could that then be scanned by a QR-Code scanner
attached to the blockchain and would reveal the details of the entire SC on a sep-
arate display. This display also functioned as a live tracker of the transactions

made to the individual contract. (Figure 32)
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Figure 31: Presenting the project
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Figure 32: Display of the live data

The exhibition was received overwhelmingly positive and even won the prize for

the best overall booth. Many visitors had heard of blockchains in some form in
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the media, but most only had very little knowledge about the actual technology.
With the interaction and live tracking of data, the visitors were able to understand
how and why a blockchain could be beneficial for a supply chain. Several high-
ranking visitors from various in areas within the company were highly interested

in the continuation of the project and possible other use cases for the industry.

The live test did not reveal any issues with the smart contracts, the disabling and
creation of new contracts on-the-fly worked as intended. Also the traceability of
the individual bottles proved the correct linking of the data and actors within the
SC.

12 Conclusions

Several of the currently existing problems with SC traceability could be solved
with this technology. Storing data inside transactions and linking contracts from
one to another made the final products fully traceable. However, it is not possible,
to have every little aspect, such as individual grapes, represented by its own in-
stance, e.g. Tokens, due to the technical limitations of the Ethereum blockchain.
Still, this concept showed that it is possible for SCs to be supported or even
fully moved to blockchains and have the data validated by smart contracts. This
not only ensures a secure storage of the data an creating a highly visible product
supply chain, it also enables consumers to trace the products from its origins to
retail. While this concept stores all data publicly visible, it could easily be ex-
tended to store only hashes of sensitive data, or store it encrypted and still mak-
ing it possible to decrypt on demand, for example for governmental inspections.
RQ1 could not be answered to full satisfaction, several corporations and
startups have announced their projects and solutions, however no details or tech-
nical specifications were available to date. The requirements (RQ2) on smart con-
tracts overlapped with the ones currently set for traceability regulations and
standards (European Parliament and Council, 2002). Due to the ability to store
data with timestamps, and those being impossible to be tempered with, com-

bined with the ability to represent each actor and part of the SC with a unique
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identifier, its own contract address, it was possible to fulfill all requirements on a
conceptual level. Additional UAC with modifier functions could extend or limit
the visibility for other parties while still keeping the data present and verifiable.
Current limitations for smart contracts (RQ3) are the limited complexity of the
logic that gets deployed (gas limit) as well as the lack of some functionality pro-
grammers are used from other languages, such as the lack of string concatenation
or the general lack of negative integer values. The possibility to create trust be-
tween individual parties, as well as having the actual value of objects represented
digitally, adding information to these objects along the production make block-
chains with smart contracts a very possible use case (RQ4), that should be further

researched and invested into.

13 Limitations and Future Work

While this thesis has a fully working prototype of a supply chain system working,

several aspects are still required to be audited and improved upon.

13.1.1 Smart Contracts

The smart contracts have some basic permission controls implemented, but many
functions could potentially be called by accounts that should not be able to. A
proper user access control system is required, but was not a part of this prototype.

The transactions stored in the smart contracts only contain a basic data input-
field, no specific variables. However, the modularity implemented in the Trans-
actionOwner contract already offers an easy way to add more complex data
structures.

In the current concept, the data from transactions does not get verified but
simply stored and taken as fact. This is not a problem in case of document hashes,
but for sensors some form of validation is required. In a future project, a way of
verifying the data is required. One way could be the use of multi-signature trans-
actions . For example, for a farmer to add a soil sample to his field, the transaction

must get verified from the agency that delivered the results.
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For certain data, like sensors, certified hardware could be used, similarly to

the Modum project (Section 7.418).

13.1.2 User Interface

At the convention several hundreds of transactions were made over the course of
two days. As the Ul currently always loads everything available, it became very
slow at loading. However, it was not intended to handle these amounts of trans-
actions, rather to show off and test the individual interactions without having to
rely on hardware like it was used at the convention. For a future release, a limit

on how much data should be displayed has to be evaluated and implemented.

13.1.3 Ethereum as Platform
Ethereum can handle several transactions at the same time, however it can reach
its limits if a lot of transactions are sent®. The transaction on the public block-
chain sometimes takes several minutes until it is verified by miners and added to
the chain. In the local setup used for the exhibition, the Proof of Authority consen-
sus was used, resulting in almost instant mining of the transactions, as all partic-
ipating node were considered trustworthy. But even with this setup, an internal
test of sending 5.000 transactions in 1ms intervals took about 2-3 minutes until
they were all mined.

For this concept, this limit however never became an issue. The scalability
should still be tested thoroughly for future implementations.

The amount of Gas/Ether needed for deploying and interacting is probably
too high to be of reasonable use in a real-world environment. The deployment of
all contracts cost about 1-2 Ether in gas, at a price of ~€500 each. A company-
based, permissioned supply-chain could be used instead of the public Ethereum
blockchain. The use of a modified Ethereum network with gas costs set to 0
and/or “pre-funded” accounts, like it was used to develop these contracts, can

easily extended to a permissioned blockchain with multiple nodes.

64 e.g. CryptoKitties
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Ethereum as a platform makes it easy to get started with smart contracts, however
every part of the technology is still considered being in the early Beta stages. Soft-
ware, programming languages and the blockchain core are all still evolving and
breaking compatibility is a common problem. The high cost of storing data and
creating new contract instances on-the-fly does not make Ethereum necessarily
the best choice to have complex systems running on it. Unless a private/permis-
sioned fork is used, which then reduces the benefits of being a full public and
decentralized system, other contenders, such as Hyperledger Fabric should be
explored. Future work should focus on scalability, something the Ethereum Com-

munity will try to solve within the next few years.
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